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RESOLVING CYBERSQUATTING DISPUTES  
OUTSIDE THE COURTS  
THROUGH WIPO’S UDRP SERVICES

Cette contribution a été rédigée suite à la 12ème édition de la Journée luxembourgeoise de la propriété intellectuelle or-
ganisée le 25 avril 2019 à l’initiative de l’Office de la propriété intellectuelle du ministère de l’Économie et l’Institut de la 
Propriété Intellectuelle Luxembourg (IPIL G.I.E.)1.

The development of the Domain Name System and the shift to Internet commerce has given rise to the practice 
of cybersquatting, whereby third parties register trademark-infringing domain names for illicit profit. Recognizing 
that such abuse by its nature demands a global solution, the World Intellectual Property Organization (WIPO) 
devised the Uniform Domain Name Dispute Resolution Policy (UDRP), a time- and cost-effective online procedure 
enabling brand owners to protect their rights without going to court. Forty-five thousand WIPO UDRP cases later, 
this article looks at the design and operation of this digital enforcement mechanism used by parties from around 
the world.

Le développement du système des noms de domaine et la mutation vers le commerce sur Internet ont donné lieu à 
la pratique du cybersquattage, par lequel des tiers enregistrent des noms de domaine contrefaisant des marques 
afin d’en tirer un profit illicite. Reconnaissant que de par sa nature un tel abus demande une solution mondiale, 
l’Organisation Mondiale de la Propriété Intellectuelle (OMPI) a élaboré les Principes directeurs régissant le règle-
ment uniforme des litiges relatifs aux noms de domaine (Principes UDRP), constitués d’une procédure en ligne 
rapide et peu coûteuse permettant aux titulaires de marques de protéger leurs droits sans recourir aux tribunaux. 
Quarante-cinq mille cas UDRP à l’OMPI plus tard, cet article analyse l’objet et le fonctionnement de ce mécanisme 
d’application numérique des droits utilisé par des parties du monde entier.

For many brand owners, managing online trademark 
use and abuse is a perpetual challenge. In terms of the 
Domain Name System (DNS), with massive numbers of 
domain name registrations in play, brand owners face a 
constant need to protect and reclaim their trademarks 
from cybersquatters. Where a digitalized economy has 
created a unique opportunity for brand owners to use 
the DNS to sell their products – with nearly every brand 
boasting an online presence – cybersquatters have, on 
the other hand, seized the opportunity to capitalize on 
third-party trademarks by registering infringing domain 
names for illicit gain.2

In the face of such online trademark abuse, the Uniform 
Domain Name Dispute Resolution Policy (‘UDRP’)3 re-
mains an effective extra-judicial method to protect brand 
owners and temper abusive domain name registrations. 
As the author of the UDRP and its largest dispute res-
olution provider, the World Intellectual Property Organ-
ization (‘WIPO’)4 continues to serve the needs of brand 
owners around the world where traditional court litiga-
tion may fall short. With WIPO’s Arbitration and Media-
tion Center (‘WIPO Center’) having already administered 
some 45,000 UDRP cases, this article briefly explains the 
UDRP system.
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Actualités

1. The author gratefully acknowledges the contribution to this article by Lane 
Turkle, Legal Case Manager at the WIPO Center.

2. In addition to more traditional forms of cybersquatting, trademark-abu-
sive domain name registrations are often used for counterfeit sales, fraud, 
and phishing. See WIPO Press Release, ‘WIPO Cybersquatting Cases Grow 

by 12% to Reach New Record in 2018’, available at https://www.wipo.int/ 
pressroom/en/articles/2019/article_0003.html.

3. https://www.icann.org/resources/pages/help/dndr/udrp-en.
4. Luxembourg is one of 192 member States of WIPO; see https://www.wipo.

int/portal/en/index.html.
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The WIPO Center was established to assist in resolving in-
tellectual property and technology disputes outside of the 
court system. The WIPO Center makes available model ar-
bitration and mediation clauses, which parties may include 
in their domestic and international contracts. As a separate 
activity, the WIPO Center has also become the leading pro-
vider of case administration services under the UDRP. Cre-
ated by WIPO5 and adopted by ICANN6 in 1999, the UDRP 
functions as a low-cost online mechanism to resolve disputes 
concerning Internet domain names that abuse third-party 
trademark rights. The hallmarks of the UDRP and its appeal 
to trademark owners include its procedural speed, transpar-
ency, cost-effectiveness, predictable criteria and results, and 
remedies that are implemented directly by the registrar.

The UDRP envisions a two-month online procedure, whe-
reby a complaint is filed and verified for compliance, af-
ter which the respondent is notified of the dispute and 
given 20 days to reply to the proceeding; the WIPO Cen-
ter as the provider next appoints from its list of experts 
an administrative panel, which renders a decision within 
14 days; the concerned registrar will then implement the 
panel’s decision within 10 days, in the absence of evidence 
of a competent court filing.

In addition to its streamlined procedure, the UDRP owes 
its success to its simple, bright-line substantive principles. 
To obtain relief under the UDRP, a complainant must de-
monstrate that the domain name in question is identical or 
confusingly similar to the complainant’s trademark, that the 
domain name holder has no rights or legitimate interests 
in the domain name, and that the domain name has been 

registered and is used in bad faith. These distinct require-
ments ensure that the UDRP adequately addresses cases of 
cybersquatting, without the complexities of court litigation.7

Indeed, the UDRP more efficiently responds to trademark 
infringement in the DNS than traditional litigation; it pro-
vides a trademark owner with timely relief that could not 
otherwise be obtained in court without prolonged legal pro-
cess. In addition, fees for a UDRP proceeding are fixed and 
minimal (for example, a UDRP proceeding administered 
by WIPO is USD 1,500 for a dispute involving 1–5 domain 
names), giving greater access to filers who might otherwise 
be dissuaded from asserting their trademark rights due to 
the cost of litigating a domain name dispute in court.

The UDRP gives a uniform standard of assessment with in-
ternational application, offering trademark protection con-
sistent with the universal scope of the Internet. Moreover, 
the international nature of the proceeding, with complain-
ants and respondents often of different countries, removes 
the typical costs associated with litigating against a foreign 
domain-name holder. As a last example of the UDRP’s at-
tractiveness by comparison to court litigation, court judges 
may lack the technical expertise necessary to adjudicate a 
domain name dispute, whereas UDRP panels are recognized 
experts in the area of intellectual property and technology. 
At the same time, the filing of a domain name dispute under 
the UDRP in no way forecloses a party’s ability to bring the 
dispute before a court of competent jurisdiction. That said, 
of the tens of thousands of disputes handled by the WIPO 
Center since 1999, WIPO is aware of only a small number 
of court cases apparently filed following a UDRP decision.8

5. See First WIPO Internet Domain Name Process. Final report of 30 April 1999, 
available at https://www.wipo.int/amc/en/processes/process1/report/index.html.

6. Internet Corporation for Assigned Names and Numbers (ICANN), https://
www.icann.org.

7. See, generally, N. Smith and E. Wilbers, ‘The UDRP: Design Elements of an 
Effective ADR Mechanism’, Am. Rev. Int’l Arb., 2004, No 15.

8. See Select UDRP-related Court Cases, available at https://www.wipo.int/
amc/en/domains/challenged/.
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The WIPO Center benefits from 20 years of experience 
in UDRP disputes; its caseload by now has covered some 
79,000 domain names. The WIPO Center has received 
filings from parties based in 179 countries (including Lux-
embourg), administered cases in 21 languages (includ-
ing French and German), and appointed panelists from 
63 different nationalities (Luxembourg among them). 

Three-fourths of the WIPO Center’s case intake con-
cerns registrations in legacy generic Top-Level Domains 
(‘gTLDs’), such as ‘.com’ and ‘.net’, with new gTLDs, such 
as ‘.online’ and ‘.app’, accounting for a growing share. In 
2018, the top three sectors of complainant activity were 
banking and finance (12%), biotechnology and pharma-
ceuticals (11%), and Internet and IT (11%).
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The UDRP also serves as the basis for more than 75 coun-
try code Top-Level Domain (‘ccTLD’) policies administered 
by WIPO, such as those for the European Union, France, 
the Netherlands, and Switzerland. The UDRP’s adapt-
ability to local needs, coupled with WIPO’s institutional 
knowledge and support, is an attractive combination for 
those countries looking to build on established infrastruc-
ture and adopt a ccTLD dispute resolution policy distinct 
from a court-based approach.

WIPO makes available online and free of charge a range 
of UDRP resources for filing parties. Parties may down-
load model complaints and model responses in a number 
of languages, including English, French, Japanese, Ko-
rean, Portuguese, and Spanish.9 The WIPO Center, with 
the support of UDRP panels, actively identifies principles 
and trends in UDRP cases and synthesizes its findings 
on the WIPO website.10 The WIPO Jurisprudential Over-

view, referencing all relevant UDRP decisions, offers clear 
guidance to parties on some 100 procedural and sub-
stantive topics. As such, it is an essential tool on which 
parties from around the world rely in filing and answer-
ing pleadings and understanding the UDRP process.11 In 
addition to hosting annual WIPO domain name dispute 
resolution workshops, WIPO, on 21 October 2019, will host 
a commemorative conference recognizing 20 years of 
the UDRP. This event will reflect on UDRP jurisprudential 
milestones and look ahead in terms of alternative dispute 
resolution design and relevant Internet developments.12

Since its inception in 1999, the UDRP has become an indis-
pensable mechanism to combat trademark-abusive do-
main name registrations. As the number of WIPO UDRP 
cases continues to rise, brand owners are eschewing litiga-
tion in favor of fast and effective dispute resolution that is 
responsive to their online brand management needs. 

9. Prospective filers may access WIPO’s UDRP model pleadings from https://
www.wipo.int/amc/en/domains/.

10. See, WIPO Overview of WIPO Panel Views on Selected UDRP Questions, 
Third Edition (‘WIPO Jurisprudential Overview’), available at https://www.
wipo.int/amc/en/domains/search/overview3.0/.

11. In addition, WIPO offers a keyword-searchable Legal Index of all WIPO 

UDRP decisions, as well as a search facility by domain name, complainant, 
respondent, or case number. The Legal Index is available at https://www.
wipo.int/amc/en/domains/search/legalindex/.

12. ‘As the UDRP Turns 20: Looking Back, Looking Ahead’. Further informa-
tion is available at https://www.wipo.int/amc/en/events/workshops/2019/ 
20yrs-udrp/index.html.


