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RECENT EVOLUTIONS IN DIGITAL EUROPEAN  
COPYRIGHT LAW

Cette contribution a été rédigée suite à la 12ème édition de la Journée luxembourgeoise de la propriété intellectuelle or-
ganisée le 25 avril 2019 à l’initiative de l’Office de la propriété intellectuelle du ministère de l’Économie et l’Institut de la 
Propriété Intellectuelle Luxembourg (IPIL G.I.E.).

The aim of this article is to critically overview recent evolutions in the field of European copyright law. It is divided 
in four parts. The first part focuses on the application of copyright law to online linking activities. The second part 
analyses the rise of freedom of expression as a possible external limitation to copyright law. The third part discusses 
how EU copyright principles could respond to challenges brought by artificial intelligence (AI). Finally, the fourth part 
considers copyright law as an experimental domain for Internet law and is dedicated to specific evolutions in the 
field of digital copyright law and on whether those evolutions could influence more generally EU Internet  regulation.

L’objectif de cet article est de présenter de manière critique les évolutions récentes dans le domaine du droit d’auteur 
européen. Il est divisé en quatre parties. La première partie porte sur l’application du droit d’auteur à la fourniture de 
liens Internet. La deuxième partie analyse l’émergence de la liberté d’expression comme possible limite externe du droit 
d’auteur. La troisième partie traite de la manière dont les principes du droit d’auteur de l’UE pourraient répondre aux défis 
posés par l’intelligence artificielle (IA). Enfin, la quatrième partie considère le droit d’auteur comme un domaine expéri-
mental du droit de l’Internet et est consacrée aux évolutions spécifiques au domaine du droit d’auteur numérique et à la 
question de savoir si ces évolutions pourraient influer de manière plus générale sur la réglementation de l’Internet par l’UE.

INTRODUCTION

The evolution of digital copyright law has been monopo-
lised in recent years by the Court of Justice of the Euro-
pean Union’s (CJEU) dynamic construction of a European 
Union (EU) digital copyright acquis. The CJEU was called 
upon several times to shed light on the application of au-
thors’ rights on the Internet, while one of the most em-
blematic expressions of the CJEU’s interpretative activity 
has been its constructions on originality and the right of 
communication to the  public.

However, since December 2015 when, after years of legis-
lative inactivity, the EU Commission launched the Digital 
Single Market strategy,1 several evolutions have taken 
place concurrently, at both the jurisprudential and the 
legislative level. The modernisation of EU copyright legis-
lation resulted in a series of new legislative  instruments,2 
the most important one being the  recently adopted Di-
rective on copyright in the Digital Single Market.3

This leads to a labyrinth of principles and provisions, 
which have to be combined and seen as part of the 

Doctrine

1. Delivering on its Digital Single Market strategy, the Commission has 
advanced an ambitious modernisation of the EU copyright framework, 
whose objective is to make EU copyright rules fit for the digital age. See: 
Communication Towards a modern, more European copyright framework, 
Brussels, 9 December 2015, COM(2015) 626 final.

2. See: Regulation (EU) 2017/1128 of 14 June 2017 on cross-border portability 
of online content services in the internal market; Regulation (EU) 2017/1563 
of 13 September 2017 on the cross-border exchange between the Union and 
third countries of accessible format copies of certain works and other subject 
matter protected by copyright and related rights for the benefit of persons 
who are blind, visually impaired or otherwise print-disabled; Directive (EU) 
2017/1564 of 13 September 2017 on certain permitted uses of certain works 

and other subject matter protected by copyright and related rights for the 
benefit of persons who are blind, visually impaired or otherwise print-disa-
bled and amending Directive 2001/29/EC on the harmonisation of certain 
aspects of copyright and related rights in the information society; Directive 
(EU) 2019/790 of the European Parliament and of the Council of 17 April 2019 
on copyright and related rights in the Digital Single Market and amending 
Directives 96/9/EC and 2001/29/EC, OJ L 130, 17 May 2019, p. 92–125; Directive 
(EU) 2019/789 of 17 April 2019 laying down rules on the exercise of copyright 
and related rights applicable to certain online transmissions of broadcasting 
organisations and retransmissions of television and radio programmes, and 
amending Council Directive 93/83/EEC, OJ L 130, 17 May 2019, p. 82–91.

3. Directive 2019/790, p. 92–125.
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broader picture, i.e. the whole body of EU digital copy-
right acquis created thus far. This article is divided into 
four parts which, as a sort of an ‘Ariadne’s thread’, aim 
to decode the basic principles of this jurisprudential and 
legislative effervescence. Part 1 focuses on the applica-
tion of copyright law to online linking activities (I). Part 2 
analyses the rise of freedom of expression as a possible 
external limitation on copyright law (II). Part 3 discusses 
how EU copyright principles could respond to the chal-
lenges posed by artificial intelligence (III). Finally, Part 4 
considers copyright law as an experimental domain for 
Internet law and is dedicated to specific evolutions in the 
field of digital copyright law. It asks whether these evo-
lutions could influence EU Internet regulation more gen-
erally (IV).

I. ONLINE CONTENT, ONLINE LINKING, COPYRIGHT 
LAW: MORE EXPLANATIONS, MORE CONFUSION

First of all, a lot of ink has been expended on the topic of 
the right of communication to the public. Indeed, there 
is no other topic of copyright law where the CJEU has 
intervened with so many decisions, yet ironically a lot of 
uncertainty remains.

The task facing the CJEU was not easy. The Court tried 
to respond to specific questions which were related to the 
circumstances of the cases brought before it and, at the 
same time, to maintain a solid and coherent line of inter-
pretation.

In this context, the concept remains ambiguous, especial-
ly as regards online linking activities. Specifically, since 
7 December 2006, when the SGAE Rafael Hoteles land-
mark/cornerstone decision was published,4 the CJEU has 
dealt extensively with the scope of application of the right 
of communication to the public in the digital context.5 
The CJEU made a creative interpretation of EU copyright 
principles and confirmed the application of the right of 
communication to the public in different contexts.

As will be shown in the following paragraphs, while it is 
possible to identify some general principles in relation to 
the application of the right of communication to the pub-
lic, such as the latter has been interpreted by the CJEU, 
several grey areas still remain.

A. The state of the art: the ‘Svensson’/‘GS Media’ ap-
proach
First, the CJEU elaborated a broad EU autonomous 
concept of the right of communication to the public.6 
Specifically, the right covers every transmission or re-
transmission of a work to the public which is not present 
at the place where the communication occurs, including 
interactive on-demand transmissions. The right was 
broadly conceived in order to ensure a high-level protec-
tion of copyright.7 There are two basic conditions for the 
application of the right. Firstly, there must be an act of 
communication. In order to ascertain whether an act of 
communication has taken place, it is sufficient that the 
work was made available to the public, regardless of 
whether the public has actually accessed the work. Se-
condly, the work must have been made available to a 
public. The notion of the ‘public’ is the conceptual plinth 
of the right of communication, since only public – as op-
posed to private – acts of communication fall within this 
right. The CJEU has defined the public quantitatively as 
an indeterminate and fairly large number of people.8

But the landscape is much more complex, as the CJEU 
has established some (not autonomous) additional crite-
ria, which appear inconsistently and must be applied both 
individually and in their interaction with others.9 These 
criteria are the ‘new public’, the essential/indispensable 
intervention on the side of the user and the user’s motive, 
and specifically whether or not this is a profit-making 
motive.10

The principle, such as it appears, is that when a work is 
communicated using the same technical means (e.g. via the 
Internet) the communication must be directed towards a 

4. CJEU, Sociedad General de Autores y Editores de España (SGAE) v Rafael 
Hoteles SA, 7 December 2006, C-306/05, LexNow Réf./ID 28698.

5. CJEU, Bezpečnostní softwarová asociace – Svaz softwarové ochrany v 
Ministerstvo kultury, 22 December 2010, C-393/09, LexNow Réf./ID 28699; 
CJEU, TV Broadcasting Ltd, ITV 2 Ltd, and others v TV Catchup Ltd, 7 March 
2013, C-607/11, LexNow Réf./ID 28700; CJEU, Nils Svensson, Sten Sjögren, 
Madelaine Sahlman, Pia Gadd v Retriever Sverige AB, 13 February 2014, 
C-466/12, LexNow Réf./ID 21453; CJEU, BestWater International GmbH v 
Michael Mebes, Stefan Potsch, 21 October 2014, C-348/13, LexNow Réf./ID 
22603; CJEU, C-More Entertainment AB v Linus Sandberg, 26 March 2015, 
C-279/13, LexNow Réf./ID 23079, CJEU, GS Media BV v Sanoma Media 
Netherlands BV and Others, 8 September 2016, C-160/15, LexNow Réf./ID 
24939; CJEU, Stichting Brein v Jack Frederik Wullems, 26 April 2017, C-527/15,  
(‘Filmspeler’ case), LexNow Réf./ID 25688; CJEU, Stichting Brein v Ziggo BV 
and XS4All Internet BV, 14 June 2017, C-610/15 (‘Pirate Bay’ case), LexNow 
Réf./ID 25820; CJEU, VCAST Limited v RTI SpA, 29 November 2017, C-265/16, 
LexNow Réf./ID 26363.

6. As stated in the Svensson case, Article 3(1) of the Directive must be inter-
preted as ‘precluding a Member State from giving wider protection to cop-
yright holders by laying down that the concept of communication to the 

public includes a wider range of activities than those referred to in that 
provision’. The right of communication to the public should therefore be con-
strued as fully harmonised for all types of communication regulated by the 
Directive.

7. See recital 23 of Directive 2001/29/EC of the European Parliament and of 
the Council of 22 May 2001 on the harmonisation of certain aspects of cop-
yright and related rights in the information society, OJ L 167, 22 June 2001, 
p. 0010–0019.

8. CJEU, Mediakabel, 2 june 2005, C-89/04, § 30, LexNow Réf./ID 28701, and 
CJEU, Lagardère Active Broadcast, 14 July 2005, C-192/04, § 31, LexNow 
Réf./ID 28702; CJEU, SGAE, § 36. See: J. Castelain, C. Caron, ‘Commentaire 
de l’arrêt de la CJUE du 27 février 2014’, Revue Lamy Droit de l’Immatériel, 
2014, No. 105, p. 65; see: S. von Lewinski, ‘Réflexions sur la jurisprudence 
récente de la Cour de justice de l’Union européenne en droit d’auteur, en par-
ticulier sur le droit de communication au public’, in C. Bernault, J.P. Clavier, 
A. Lucas-Schloetter, F.X. Lucas, Mélanges en l’honneur du professeur André 
Lucas, LexisNexis, 2014, p. 778.

9. See: CJUE, SGAE, § 79 ; CJEU, GS Media, § 34; CJEU, Brein, § 30.
10. E. Rosati, Copyright and the Court of Justice of the European Union, OUP, 

2019, p. 97–98.
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new audience, a new public in order to be considered as an 
act of communication to the public. However, if the techni-
cal means change, there is no requirement for a new pub-
lic.11 The new public is defined as the public which was not 
taken into account by the author when he authorised the in-
itial communication to the public.12 As regards the interven-
tion of the user, there has been a softening of this require-
ment in online cases, since the CJEU refers to the essential, 
rather than the indispensable, intervention of the user.13 
In this context, an intervention which facilitates access to 
unlicensed content, without which third parties could not 
access the work, could also qualify as an act of communi-
cation to the public.14 This intervention must be ‘intentional’ 
or ‘deliberate’.15

Another criterion which, however, appears and disappears 
somewhat inconsistently in the CJEU’s decision is the 
profit-making purpose of the communication. It is note-
worthy that, even in the decisions where this criterion is 
applied, the degree of its importance varies significantly. 
Accordingly, the terminology used by the CJEU is not co-
herent. Indeed, in the SGAE case, the CJEU acknowledged 
that a profit-making nature is not necessarily an essen-
tial condition for the existence of a communication to the 
public.16 In the Football Premier League case, the Court 
noted that the lucrative nature of a ‘communication’ is 
not irrelevant,17 while in the TV Catchup case it was held 
that the lucrative nature of the act of communication is 
not conclusively determinant.18 Nonetheless, the signifi-
cance of this criterion has been accentuated in GS Media, 
since it has become a predominant factor for affirming or 
denying a hyperlinker’s liability if the hyperlink points to 
copyright-protected content which has been made avail-
able to the public without the right holder’s permission.19

Hyperlinking emerged as a controversial field in relation 
to the application of the right, since the Information So-
ciety Directive did not provide any clear answer or even 
any indication as to whether the act of linking should 
fall inside or outside the author’s exclusive right. In the 
landmark Svensson case,20 the new public criterion was 

affirmed as the main legal argument for the exclusion 
of hyperlinking to content which has lawfully been made 
available on the Internet (with the author’s consent) from 
the scope of communication to the public. For articles 
written by journalists and made freely accessible with 
their consent on the newspaper’s website, without any 
technical restrictions on access (paywall overlay),21 there 
is a presumption that the right holders have given their 
permission for the communication of these works to all 
Internet users, thus permitting Internet links to this web-
site. The Court’s judgment in 2014 felt like an earthquake 
to copyright holders because it appeared to imply the dig-
ital ‘exhaustion’ of the right22 when Internet users linked 
to copyright-protected material available on the Internet, 
by emphasising the ‘new public’ criterion as a conclusive 
determining factor for the application of the right.

In GS Media, the CJEU clarified that the provision of a 
hyperlink to a work that is freely accessible but was made 
available without the author’s consent is an act of com-
munication which is directed towards a new public if the 
person posting the link knows or ought to know that the 
link points to unauthorised content. If the posting is made 
for profit, then the linker is presumed to have knowledge 
of the absence of permission. In the latter case, linkers 
are expected to take the necessary precautions and to 
carry out reasonable checks in relation to the lawfulness 
of the source of the content.

The distinction established in GS Media between profes-
sionals and non-professionals needs further explanation. 
Specifically, how will the profit-making nature of the ac-
tivity be evaluated? In relation to the provision of the link 
itself or the surrounding environment?23 In this context, in 
the Pirate Bay case, it was held that financing by means of 
advertising revenues linked to the website’s traffic a pri-
ori comes within the scope of profit-making  activities.24

Overall, the CJEU’s findings in the hyperlinking cases 
show the way towards a more lenient approach to not-
for-profit users of the Internet. This argument is not the-

11. See CJEU, TV Broadcasting Ltd, ITV 2 Ltd, and others v TV Catchup Ltd.
12. CJEU, SGAE, § 40, 42; CJEU, Football Association Premier League Ltd (FAPL) 

and Others v QC Leisure and Others and Karen Murphy v Media Protection 
Services Ltd, 4 October 2011, Joined Cases C-403/08 and C-429/08, § 93, 
LexNow Réf./ID 23579; CJEU, TV Broadcasting Ltd, ITV 2 Ltd, and others v 
TV Catchup Ltd, § 197.

13. J.P. Quintais, ‘Untangling the hyperlinking web: In search of the online right 
of communication to the public’, The Journal of World Intellectual Property, 
2018, No. 21(5–6), p. 388 ff.

14. E. Rosati, op. cit., p. 97.
15. CJEU, Reha Training Gesellschaft für Sport- und Unfallrehabilitation 

mbH v Gesellschaft für musikalische Aufführungs- und mechanische 
Vervielfältigungsrechte eV (GEMA), 31 May 2016, C-117/15, § 46, LexNow Réf./
ID 28703; CJEU, GS Media, § 35, CJEU, Filmspeler, § 31; CJEU, Ziggo, § 26.

16. CJEU, SGAE, § 44.
17. CJEU, FAPL, § 204.
18. CJEU, TV Broadcasting Ltd, ITV 2 Ltd, and others v TV Catchup Ltd, § 43.
19. CJEU, GS Media BV v Sanoma Media Netherlands BV and Others.
20. CJEU, Svensson.

21. However it remains unclear whether contractual restrictions and other 
means of access control (e.g. geographical limitations based on the 
IP address, limitations based on the use of a specific protocol, etc.) should 
also be considered as means included in the notion of ‘restriction’, such as 
the latter is described or understood by the Court.

22. ALAI Report and Opinion on a Berne compatible reconciliation of hyperlink-
ing and the communication to the public right on the Internet, www.alai.org/
en/assets/files/resolutions/201503-hyperlinking-report-and-opinion.pdf. See 
also P.B. Hugenholtz and S.C. van Velze, ‘Communication to a New Public? 
Three Reasons Why EU Copyright Law Can Do Without a “New Public”’, I.I.C., 
2016, No. 47, p. 797.

23. E. Rosati, op. cit., p. 106.
24. CJEU, Ziggo. In that case, the Court had to decide whether the concept of 

‘communication to the public’ should be interpreted as covering the making 
available and management, on the Internet, of The Pirate Bay, a sharing plat-
form which, by means of the indexation of metadata relating to protected 
works and the provision of a search engine, allows users of that platform to 
locate those works and to share them in the context of a peer-to-peer network.
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oretical: it has been expressly advanced by the Advocate 
General in the Renckhoff25 case.

B. The ‘Renckhoff ’ case

The facts of the case are not unique and they do not in-
volve any technological complexity. A pupil in Germany 
downloaded a photograph of the city of Cordoba from 
a travel website and used it for a written school assign-
ment. The photograph was originally uploaded and made 
accessible, without any technical restrictive measures, on 
the travel website with the photographer’s consent. The 
assignment was then uploaded to the school’s website. 
Mr Renckhoff, the author of the photograph, brought 
proceedings before the German courts claiming copyright 
infringement. The referring Court (the German Federal 
Court of Justice) asked the CJEU whether the uploading 
by the school’s website of an assignment which includ-
ed the photograph, without the photographer’s consent, 
constitutes an act of communication to the public.

In a hotly debated opinion, Advocate General Campos 
Sanchez-Bordona26 elaborated a subversive (and con-
tested) line of argument and denied the application of 
the right of ‘communication to the public’, by emphasis-
ing, inter alia, (a) that the photograph was of a secondary 
nature in the pupil’s assignment; (b) that the photograph 
was accessible on the online travel platform without any 
technical restrictions (and was therefore not aimed at a 
‘new public’ since the photograph was easily and lawful-
ly available to all Internet users with the copyright hold-
er’s consent); and (c) that the pupil did not have a prof-
it-making intention.

The analysis of the Advocate General, which is inspired 
by the CJEU’s reasoning in GS Media, favours the as-
sessment of copyright infringements using a fault-based 
approach, in the sense that several criteria related to the 
intention or the constructive knowledge of the user are 
taken into account in order to assess copyright infringe-
ment.27 However, the CJEU took a different approach 
and deconstructed these arguments. For the CJEU, 
linking to copyright-protected works and uploading to a 
new website a copyright-protected work found on the 
Internet are also actions that differ substantially. Giv-
ing access to a work via linking is a secondary commu-

nication which depends on the work’s availability on the 
initial Internet source. If the access to the work on the 
original website is neutralised, access via linking is not 
possible. On the other hand, uploading the work and 
making it available on another site is an act of prima-
ry communication, which is no longer dependent on any 
initial communication.28 This marks a step backwards 
from the ‘hyperlinking’ cases of Svensson and GS Media. 
In Svensson, the Court implicitly developed the reasoning 
that if a work is openly available on the Internet, then 
it is presumably aimed at all Internet users. In GS Me-
dia, the CJEU built on this argument further, explaining 
that when the work was unlawfully first communicated 
to the public, a professional user should be in a position 
to determine the unlawful nature of the first commu-
nication. An opposing analysis would conclude that any 
non-professional user would be free to reuse any freely 
available online content.

This is this idea that the Court forcefully denies in its 
Renckhoff judgment. Renckhoff, however, should not be 
seen as the end of Svensson’s and GS Media’s line of reaso-
ning. For the CJEU, the hyperlinking precedents continue 
to apply as a lex specialis only to hyperlinking activities, 
a position justified by the key role played by hyperlinks 
in the smooth operation of the Internet.29 However, the 
CJEU affirms that this approach cannot be interpreted in 
a way that completely neutralises authors’ rights.

II. THE (POTENTIAL) RISE OF FREEDOM OF EXPRES-
SION AS AN EXTERNAL LIMITATION ON COPYRIGHT 
LAW

Apart from the scope of economic rights, significant evo-
lutions are pending in the minefield of copyright excep-
tions, where the CJEU has to take a position in 2019 in a 
series of cases referred by the German courts.30

Advocate General Maciej Szpunar recently unveiled a no-
vel approach which, although not very clear, might open 
the way to a new paradigm in the field of copyright ex-
ceptions.31

For the past decade, scholars in Europe have been calling 
for a more liberal approach to exceptions32 and for a re-

25. CJEU, Land Nordrhein-Westfalen v Dirk Renckhoff, 7 August 2018, C-161/17, 
LexNow Réf./ID 27490.

26. Opinion of Advocate General Campos Sanchez-Bordona delivered on 25 April 
2018 in Case C- 161/17, Land Nordrhein-Westfalen v Dirk Renckhoff.

27. T. Synodinou, ‘The Renckhoff case: 6 degrees of separation from the lawful 
user’, ERA Forum 2019, p. 1–13.

28. See paragraph 30 of the judgment.
29. See paragraph 40 of the judgment.
30. CJEU, Funke Medien NRW GmbH v Federal Republic of Germany, C-469/17 

(‘Afghanistan Papers’ case), LexNow Réf./ID 28640; CJEU, Pelham and 
Others, C-476/17, LexNow Réf./ID 28704; CJEU, Metall auf Metall; and CJEU, 
Spiegel Online, C-516/17, LexNow Réf./ID 28705.

31. Opinion of Advocate General Maciej Szpunar delivered on 25 October 2018 
in Case C- 469/17, LexNow Réf./ID 28706, Funke Medien, EU:C:2018:870; 
Opinion of Advocate General Maciej Szpunar delivered on 12 December 
2018 in Case C- 476/17, LexNow Réf./ID 28704, Pelham and Others, 
EU:C:2018:1002; Opinion of Advocate General Maciej Szpunar delivered on 
10 January 2019 in Case C-516/17, Spiegel Online, EU:C:2019:16, LexNow Réf./
ID 28705.

32. P.B. Hugenholtz, ‘Flexible copyright: Can the EU author’s rights accommo-
date fair use?’, in R.L. Okediji (ed.), Copyright Law in an Age of Limitations 
and Exceptions, 2017, p. 275–291.
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casting of the three-step test.33 It appears that the prac-
tical judicial effects are only now just starting to be felt.

First it should be noted that the three cases each have a 
completely different factual background. However, they 
share three key features: (a) the balancing of copyright 
protection with fundamental rights (specifically with free-
dom of expression and freedom of the arts), (b) latitude in 
the implementation of copyright exceptions in the domestic 
laws of the Member States and (c) maintaining freedom of 
expression as an external limitation on copyright law.

A. The ‘Afghanistan papers’ case

In the Afghanistan Papers case, the question at issue 
is whether the German State is entitled to enforce co-
pyright in confidential military reports to prevent their 
being communicated to the public on a newspaper web-
site, which obtained these reports (the so-called Afgha-
nistan Papers) by unknown means.

The relationship between copyright law and freedom of 
expression lies at the heart of the dispute. Indeed, for the 
Advocate General, in this case the starting point is not 
copyright law, but freedom of expression. In his view, in 
reality this is an issue of confidentiality and it is doubtful 
whether military reports are copyright-protected works, 
due to their purely informative nature.

For the Advocate General, in this case the true legal basis 
is public interest and not copyright.34 Copyright has been 
used to protect the confidentiality of the reports, and has 
therefore been misused here to pursue objectives that 
are entirely unrelated to it.35

As regards the key question of balancing freedom of ex-
pression with copyright, the Advocate General concludes 
that it is not possible to give a general answer to the ques-
tion of whether freedom of expression can act as an exter-
nal limitation on copyright law. Even if there are internal 
limits within copyright which aim to safeguard freedom 

of expression, such as the principle of non-protection of 
ideas and copyright exceptions, there may be exceptional 
cases where copyright must yield to an overriding interest 
relating to the implementation of a fundamental right or 
freedom.36 However, ‘It is one thing to give precedence to 
freedom of expression over copyright in a specific and very 
particular situation. It is quite another to introduce into 
the harmonised copyright system, outside the provisions 
of substantive EU law governing that area, exceptions and 
limitations which, by their nature, are intended to apply 
generally.’37

B. The ‘Metall auf Metall’ case38

In the Metall auf Metall case, the factual background is 
completely different. The question is whether the unau-
thorised sampling of two seconds of a phonogram used 
in the allegedly infringing song included in another phono-
gram is an unauthorised reproduction in part of the first 
phonogram, and therefore infringes the rights of the pho-
nogram producer.

For the Advocate General, every reproduction of a pho-
nogram, even of a small part of it, falls within the right of 
reproduction and has to be authorised,39 since the protec-
tion of phonogram producers is independent from copy-
right protection and is not subject to the requirement of 
originality.40 As the Advocate General emphasises, with 
reference to Article 2(b) of the WIPO Performances and 
Phonograms Treaty41, ‘although the rights of producers of 
phonograms are rights related to copyright, they are not, 
however, derived rights. Accordingly, the scope of protec-
tion of a phonogram is in no way subject to the scope of 
protection of the work that it may possibly contain.’42

If this use is not authorised, and as regards the possibili-
ty of justifying sampling on the basis of copyright excep-
tions, the Advocate General concludes that the German 
‘free use’ exception43 is not compatible with EU law, as 
Article 5 of the Information Society Directive44 establishes 
an exhaustive list of exceptions and limitations. Member 

33. See: C. Geiger, R. Hilty, J. Griffiths, U. Suthersanen, ‘Declaration A Balanced 
Interpretation Of The “Three-Step Test” In Copyright Law’, JIPITEC, 2010, 
No. 1, p. 119, § 1; C. Geiger, D.J. Gervais, M. Senftleben. ‘The Three-Step-
Test Revisited: How to Use the Test’s Flexibility in National Copyright Law’, 
American University International Law Review, 2014, No. 29(3), p. 581–626; 
M. Senftleben, ‘The International Three-Step Test: A Model Provision for EC 
Fair Use Legislation’, JIPITEC, 2010, No. 1, p. 67, § 1.

34. Paragraph 56 of the Opinion.
35. Paragraph 61 of the Opinion.
36. Paragraph 40 of the Opinion.
37. Paragraph 71 of the Opinion.
38. E. Rosati, ‘AG Szpunar advises CJEU to rule that unlicensed sampling 

MAY be a copyright infringement and German free use may be contrary 
to EU law’, 12 December 2018, http://ipkitten.blogspot.com/2018/12/break-
ing-ag-szpunar-advises-cjeu-to.html.

39. CJEU, Pelham and Others.
40. E. Rosati, ‘The AG Opinion in Metall auf Metall: it’s not a fundamental rights 

violation to say that sampling requires a licence’, 14 December 2018, http://
ipkitten.blogspot.com/2018/12/the-ag-opinion-in-metall-auf-metall-its.html.

41. WIPO Performances and Phonograms Treaty, adopted on 20 December 
1996.

42. For a different approach see: Opinion of the European Copyright Society in 
relation to the pending reference before the CJEU in Case C-476/17, Hutter 
v Pelham, LexNow Réf./ID 28707, https://europeancopyrightsociety.org/
portfolio/opinion-on-reference-to-cjeu-in-case-c-476-17-hutter-v-pelham. 
The Opinion is in favour of a solution based on a restrictive interpretation 
of the exclusive right of phonogram producers and of the application of a 
threshold of ‘substantiality’ in relation to the protection of phonograms 
which would allow the Court of Justice to subject the related right of pho-
nogram producers, like any other intellectual property right, including in 
particular copyright, to a minimum requirement of protection that reflects 
the purpose of the respective right.

43. The German Copyright Act (Urheberrechtsgesetz – UrhG) § 24(1) provides 
that: ‘An independent work, created in the free use of the work of another 
person, may be published and exploited without the consent of the author 
of the work used.’

44. Op. cit.
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States cannot introduce any other exceptions or extend 
their scope. However, it is noteworthy that the Advocate 
General mentioned that the degree of latitude enjoyed 
by Member States is also limited in the opposite direc-
tion by the Charter of Fundamental Rights of the EU, in 
the sense that failing to provide for certain exceptions in 
domestic law could be incompatible with the Charter.45

Subsequently, the Advocate General analyses the con-
cept of ‘quotation’. In his view, although a ‘quotation’ 
does need to be only ‘for purposes such as criticism or 
review’, it must enter into some kind of dialogue with 
the work quoted and an interaction between the quot-
ing work and the work quoted is necessary. It should be 
unaltered and distinguishable from the work in which it 
is incorporated, and it must indicate the source of the 
quotation, unless this is impossible. However, sampling 
does not satisfy these conditions, since its aim is not to 
enter into a dialogue with, to be used for comparative 
purposes, or to pay tribute to the works used. Sampling is 
the act of taking extracts from other phonograms, which 
are used as raw materials and are included in new works, 
as integral and unrecognisable parts of them. It is not, 
therefore, a form of interaction but rather a form of ap-
propriation.

Finally, as regards the question of whether such use 
could be justified, not on the basis of a specific copy-
right exception, but of the fundamental right on artistic 
freedom,46 the Advocate General noted that freedom of 
artistic expression is not limitless. Freedom of the arts 
does not free artists from the constraints of everyday 
life, such as that of lawfully acquiring the means for 
the creation. Freedom of the arts cannot guarantee the 
possibility of free use of whatever is wanted for creative 
purposes.

C. The ‘Spiegel Online’ case

Finally, in the Spiegel Online case, the question posed is 
whether a press organisation infringes copyright when it 
makes an article written by a national politician available to 
the public on its website without consent, in order to sub-
stantiate the allegation made in a publication on that same 
website that the politician in question has misled the public.

To address this issue, the Advocate General analysed a se-
ries of questions related to copyright exceptions, such as 
the degree of freedom enjoyed by Member States in re-
lation to copyright exceptions. In this context, he repeats 

the line of reasoning he adopted in the Afghanistan Papers 
and Pelham Opinions. He emphasises that although Mem-
ber States enjoy some degree of freedom in the choice and 
wording of the exceptions they consider appropriate to be 
transposed into their national legislation, they are not en-
titled to introduce any exceptions not provided for in the 
exhaustive list set out in Article 5 of Directive 2001/29/EC 
or to extend the scope of the existing exceptions. The Ad-
vocate General puts forward some very insightful proposi-
tions on the concept of quotation, which, however, he finds 
to be not applicable in the present case. Even if the excep-
tion for quotation is capable of justifying uses of works em-
ploying different techniques (possibly including hyperlinking 
under specific circumstances47) in the Advocate General’s 
view, it goes beyond the concept of this exception to make 
a work available, in its entirety, on a website, as an accessi-
ble and downloadable file in an autonomous manner.48 This 
is because such use obviates the need to access the original 
work by exempting the reader from having recourse to the 
original work, and thus exceeds the limits of this exception.49 
As regards the question of whether fundamental rights can 
be used as external limits to copyright protection, in the 
view of the Advocate General, the balancing of copyright 
protection with other fundamental rights lies within the 
competence of the legislator and not of the courts, which 
might be required to intervene only exceptionally in the case 
of a violation of the core of a fundamental right. Enabling 
Member States to use fundamental rights to further limit 
the exclusive rights of the author beyond the list set out 
in Article 5 of Directive 2001/29/EC would neutralise the 
harmonisation effect of Article 5 of Directive 2001/29/EC. 
Such a possibility would result in a back-door introduction 
of an EU ‘fair use’ clause, because in practice every use of 
copyright-protected works could be based on freedom of 
expression. If new exceptions could be variably introduced 
by Member States on the basis of their own domestic per-
ception of freedom of expression, the painfully established 
EU copyright acquis would collapse. However, it is admitted 
that there will be exceptional cases where the core of free-
dom of expression would be safeguarded only via a limita-
tion of the author’s right, regardless of whether a limitation 
is prescribed in detail in a specific copyright exception.

Overall, in these three opinions, the Advocate General ad-
vances an approach which attempts to calibrate flexibili-
ty and legal certainty. In his view, ‘any answer formulated 
in general terms which disregards the specific situation 
of possible conflict between copyright and a fundamental 
right would be either too inflexible, as it would prevent 
any adjustment being made to the copyright system if 
necessary, or too permissive, as it would open the door to 

45. Paragraph 77 of the Opinion in Pelham and Others.
46. Article 13 of the EU Charter of Fundamental Rights.
47. Paragraphs 43, 48 of the Opinion in Spiegel Online.

48. Paragraph 48 of the Opinion in Spiegel Online.
49. Paragraph 49 of the Opinion in Spiegel Online.
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that system being questioned in any situation whatsoev-
er, thereby depriving it of all legal certainty’.50 The Advo-
cate General is cautious in underlining that an analysis of 
the balancing of copyright law with fundamental rights 
should only be done on a case-by-case basis and not in 
a general way. This case-by-case approach enables the 
principle of proportionality to be applied as accurately as 
possible, thereby avoiding unjustified interferences with 
both copyright and fundamental rights.51

This central finding of the three opinions has probably 
disappointed all those who have been waiting for a more 
liberal approach which would enable more elasticity in 
the European copyright law ecosystem.52 On the other 
hand, it should be borne in mind that the Advocate Gen-
eral’s approach opens the door to the prevalence of fun-
damental rights over copyright protection in exceptional 
cases, and in particular in cases where the ‘essence of a 
fundamental right’ is at stake. Furthermore, as Christo-
phe Geiger and Elena Izyumenko point out, the Advocate 
General’s reference to the concept of copyright misuse is 
of particular importance, since this notion has never been 
applied before by the EU courts in such an explicit way.53

III. PREPARING THE FIELD FOR THE ARRIVAL OF AI…

It is noteworthy that some of the recent EU copyright 
evolutions might have an impact on the question of how 
to regulate works generated using AI.

The advent of AI certainly raises significant legal and ethical 
issues, which extend beyond the scope of copyright law. For 
copyright law, the challenges posed by AI mainly appear at 
two levels. Firstly, as regards the possibility of conducting 
analysis (use) of copyright-protected works by AI systems. 
Secondly, as regards the authorship of AI-generated works.

In relation to the first question, the new text and data min-
ing (TDM) exceptions of the Directive on copyright in the 
Digital Single Market54 are relevant, since the introduction 
of two TDM exceptions aims, inter alia, to enable the train-
ing of AI systems. Although classical TDM and machine 
learning each have a different utility, it should be borne in 
mind that both use the same key algorithms to discover 

patterns in data.55 Specifically, Article 3 provides for a new 
exception for reproductions and extractions made by re-
search organisations and cultural heritage institutions in 
order to carry out, for the purposes of scientific research, 
TDM of works or other subject matter to which they have 
lawful access. Furthermore, Article 4 provides for an ad-
ditional TDM exception, which is not solely limited to pur-
poses of scientific research, provided that the use of works 
and other subject matter referred to in that paragraph 
has not been expressly reserved by their right holders in an 
appropriate way, such as machine-readable means in the 
case of content made publicly available on line.

As regards the second question, the analysis is, for the time 
being, doctrinal. The regulation of AI-generated creation 
presupposes a redefinition of the principles of copyright 
law, with a focus on the question of authorship, which is not 
harmonised at EU level.56 In the case of AI-generated works, 
the author does not directly appear to be a human being, 
but rather another work, i.e. the computer program, which 
acts as the ‘mind’ of the AI system. Unless we disregard the 
prevailing underlying principle that the author must be a 
human being, the only way to award copyright protection 
would be to attribute the work to the natural person (the 
computer programmer) who created the software which, in 
turn, produced the work. The software engineer will be the 
one who, by dint of his or her personal creative contribution, 
will determine how the software reasons and acts. Para-
doxically and unexpectedly, some of the findings of the re-
cent CJEU Levola case57 could shed some light on the issue 
of whether the human author who created the software 
behind the functioning of the AI system could be recognised 
as the author of the works generated by the machine.

In the Levola case, the CJEU was called on to rule whether 
the taste of a cheese could be protected as a ‘work’ by 
copyright law. In the CJEU’s view, the concept of a work 
must be given an autonomous and uniform interpretation 
that will apply throughout the EU. Two criteria must be 
met for a product of the intellect to be recognised as a 
work: ‘originality’, in the sense that the subject matter is 
the author’s own intellectual creation, and ‘expression’, in 
the sense that only something which is the expression of 
the author’s own intellectual creation can be classified as 

50. Paragraph 29 of the Opinion in Funke Medien.
51. Paragraph 31 of the Opinion in Funke Medien.
52. For a critical overview see: D. Jongsma, ‘AG Szpunar on copyright’s 

relation to fundamental rights: one step forward and two steps back?’, 
IPRinfo, 3 February 2019, No 1/2019, https://ssrn.com/abstract=3328100 
or http://dx.doi.org/10.2139/ssrn.3328100. In the author’s view, ‘by main-
taining that the judge may deviate from the balance struck by the legisla-
ture only in “exceptional cases” or when the essence of a right is violated, 
the AG suggests a one-sided standard resulting in an excessive degree of 
restraint’.

53. C. Geiger, E. Izyumenko, ‘Freedom of Expression as an External Limitation 
to Copyright Law in the EU: The Advocate General of the CJEU Shows the 
Way’, European Intellectual Property Review, 2019, No 41(3), p. 131.

54. Directive (EU) 2019/790, p. 92–125.
55. E. Rosati, ‘The Exception for Text and Data Mining (TDM) in the Proposed 

Directive on Copyright in the Digital Single Market – Technical Aspects, 
Briefing, requested by the JURI Committee’, 15.02.2018, with reference to: 
Brooks et al, ‘Artificial Intelligence vs. Machine Learning vs. Data Mining 101 
– What’s the Big Difference?’, 2017, Guavus Blog, www.europarl.europa.eu/
thinktank/en/document.html?reference=IPOL_BRI(2018)604942.

56. See on this question: A. Quaedvlieg, ‘Authorship and Ownership: Authors, 
Entrepreneurs and Rights’, in T. Synodinou, Codification of European 
Copyright Law, Challenges and Perspectives, Kluwer Law International, 2012, 
p. 197–232.

57. CJEU, Levola Hengelo BV v Smilde Foods BV, 13 November 2018, C-310/17, 
EU:C:2018:899, LexNow Réf./ID 28708.
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a ‘work’. So for a person, such as the computer engineer, 
to be recognised as an author of AI-generated works, this 
person must contribute to the expression of the work. In 
the case of AI-generated creation, however, the causal link 
between the software programmer and the expression of 
the work (the form of the work, such as it is identifiable) 
is weak and remote. The software programmer sets the 
rules and parameters by which the software operates, but 
he or she does not define the final form of the work. Since 
the final expression (the ‘form’) of the work is generated 
by the machine, attributing authorship to the ‘planning’ or 
to the ‘design’ as conceived by the software creator could 
be seen as a violation of the fundamental copyright princi-
ple of the dichotomy between idea and expression.

IV. COPYRIGHT LAW AS AN EXPERIMENTAL DOMAIN 
FOR INTERNET LAW

Finally, copyright enforcement in the digital era poses a 
number of problems which are shared with other aspects 
of Internet law. In point of fact, certain evolutions in the 
field of digital copyright law could potentially have a ma-
jor impact on EU Internet law generally.

Two recent examples are (a) the hotly debated Article 17 
of the New Directive on copyright law in the Digital Single 
Market and (b) the legal treatment of the IP address as a 
presumption of liability.

A. Article 17, characteristic of a contemporary chal-
lenge to the concept of the intermediary’s safe har-
bour

Certainly, the most controversial provision of the New 
Directive on copyright and related rights in the Digital 
Single Market58 is Article 17. Specifically, Article 17 stip-
ulates that ‘Member States shall provide that an on-
line content-sharing service provider performs an act 
of communication to the public or an act of making 
available to the public for the purposes of this Directive 
when it gives the public access to copyright-protected 
works or other protected subject matter uploaded by 
its users.’

By introducing a specific liability mechanism for online 
service providers, the provision inserts a breach of the 
concept of the hosting provider’s safe harbour, which was 
established by Article 14 of the E-Commerce Directive,59 
as regards liability for online copyright infringements. 
Under Article 14, platforms and other hosting providers 
were exempted from liability for content uploaded by 
their users if their role in the communication of the con-
tent was merely technical, neutral or passive,60 and they 
do not possess any actual knowledge of illegal activity or 
information and, as regards claims for damages, are not 
aware of the facts or circumstances from which the ille-
gal nature of the activity or information is apparent.

Article 17 reverses this line of reasoning by establishing 
that platforms are directly liable for communicating 
copyright-protected content.61 On the grounds of Ar-
ticle 17 of the New Directive, platforms now have two 
possibilities. In order to escape liability, platforms must 
obtain licences for the content uploaded by users of the 
service (if the users do not operate on a commercial ba-
sis). However, if no authorisation is granted, online con-
tent-sharing service providers shall be liable for unau-
thorised acts of communication to the public, including 
the making available to the public of copyright-protect-
ed works and other subject matter, unless the service 
providers can demonstrate that they have made best 
efforts (a) to obtain authorisation and (b) to check, in 
accordance with high industry standards of profession-
al diligence, the unavailability of the specific works and 
other subject matter for which the right holders have 
provided the service providers with the relevant and 
necessary information; and in any event (c) have acted 
expeditiously, upon receiving sufficiently substantiated 
notice from the right holders, to disable access to, or 
to remove from, their websites the notified works or 
other subject matter, and (d) have made best efforts 
to prevent future uploads thereof in accordance with 
point (b).

There is no requirement for a full knowledge of the con-
sequences of the platform’s action, in contrast to pre-
vious CJEU case law, whereby intermediaries were held 

58. Directive (EU) 2019/790, p. 92–125.
59. Directive 2000/31/EC of the European Parliament and of the Council of 

8 June 2000 on certain legal aspects of information society services, in par-
ticular electronic commerce, in the Internal Market (‘Directive on electronic 
commerce’), OJ L 178, 17 July 2000, p. 1–16.

60. According to this criterion, the exemptions from liability only concerns cases 
in which the activity of the information society service provider is ‘of a mere 
technical, automatic and passive nature’, which implies that that service 
provider ‘has neither knowledge of nor control over the information which 
is transmitted or stored’. In order to establish whether the liability may be 
limited under Article 14 of Directive 2000/31/EC, it is necessary to examine 
whether the role played by that service provider is neutral, in the sense that 
its conduct is merely technical, automatic and passive, pointing to a lack of 
knowledge or control of the data which it stores.

61. See on this: M. Husovec, ‘How Europe Wants to Redefine Global Online 
Copyright Enforcement’, in T. Synodinou, Pluralism or Universalism in 

International Copyright Law, Kluwer Law International (forthcoming in 
2019). The New Directive’s choice of making host providers directly liable by 
establishing that they perform an act of communication to the public has 
been criticised. For Angelopoulos, ‘acts of facilitation of third party copy-
right infringement are instead the rightful domain, not of primary, but of 
accessory liability, an area of copyright and related rights law that has not 
yet been harmonised at the EU level’. See: C. Angelopoulos, ‘On Online 
Platforms and the Commission’s New Proposal for a Directive on Copyright 
in the Digital Single Market’, 2017, https://papers.ssrn.com/sol3/papers.
cfm?abstract_id=2947800. See also: M. Senftleben, C. Angelopoulos, 
G. Frosio, V. Moscon, M. Peguera, O.A. Rognstad, ‘The Recommendation 
on Measures to Safeguard Fundamental Rights and the Open Internet in 
the Framework of the EU Copyright Reform’, 2017, https://papers.ssrn.com/
sol3/papers.cfm?abstract_id=3054967.
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liable if they had full knowledge of the facts and the con-
sequences of their conduct.62 While there is no express 
obligation to use filters, the obligation to make best 
efforts to prevent future uploads of specific works and 
other subject matter for which the right holders have 
provided the service providers with the relevant and nec-
essary information ends up in practice with the imposi-
tion of filtering mechanisms, such as the YouTube Con-
tent ID. This might result in blocking access to content 
which could be lawfully used on the basis of a copyright 
exception or is no longer protected by copyright law. In-
deed, such filtering mechanisms have proved to be un-
popular, because from time to time they have been ac-
cused of misuse committed by copyright holders wishing 
to silence critics63 or because of algorithmic accidents64 
which resulted in non-infringing material being errone-
ously flagged as infringing. In this context, it is welcome 
news that the Directive 2019/790 on copyright and re-
lated rights in the Digital Single Market also includes a 
number of safeguards in this regard. Specifically, Arti-
cle 17(7) provides a number of exceptions in favour of 
platform users. This provision requires Member States 
to ensure that users are able to rely on the exceptions of 
quotation, criticism, review and use for the purpose of 
caricature, parody or pastiche when uploading and mak-
ing available content generated by users on online con-
tent-sharing services. Furthermore, an expeditious com-
plaint and redress mechanism must be in place for users 
in the event of disabling access to, or removal of works 
or other subject matter uploaded by them. Complaints 
submitted by users shall be processed without undue de-
lay, and decisions to disable access to or remove upload-
ed content shall be subject to human review.

This fundamental change did not come out of the blue. 
The hosting provider’s safe harbour has been scrutinised 
by national courts. Expecting online service providers 
to act as completely passive content vectors has led to 
somewhat perverse effects, such as the ‘Good Samari-
tan’ paradox, whereby voluntary measures taken by ser-
vice providers to detect content or prevent it being made 

available would lead to exclusion from restrictions of lia-
bility.65 Indeed, the role and the duty of care expected of 
hosting providers have been unclear.

Since the intermediary is best-placed to ensure the effec-
tive enforcement of the law, a more active approach has 
been advocated from time to time. This was also made 
clear in the L’Oréal v eBay case,66 where the Court recog-
nised that notification by the injured party is not the only 
way to obtain knowledge of an illegal activity or informa-
tion, but that this knowledge can also be discovered by an 
investigation undertaken at the hosting provider’s initia-
tive. In subsequent case law in the field of copyright law,67 
the CJEU stretched the application of the right of com-
munication to the public in a way that also includes cases 
which have hitherto been classified by national courts as 
cases involving secondary liability.68 In this context, the 
CJEU was asked in the pending cases69 of YouTube70 and 
Elsevier71 to rule whether the YouTube and Uploaded plat-
forms are responsible for copyright infringement by way 
of communication to the public.

However, although Article 17 is a significant step towards 
more effective copyright enforcement and responds to the 
‘value gap’ rhetoric, the effectiveness of the new regime has 
yet to be tested. Firstly, the effectiveness of the new mech-
anism depends on how the platforms will react in order to 
respond to their new duties. Secondly, the problematic ap-
plication of filtering mechanisms has shown that freedom 
of expression might be the price that has to be paid for this 
shift. The right balance between the new obligation incum-
bent on platforms to prevent future uploads and the prohi-
bition of the general monitoring obligation established by 
the E-Commerce Directive72 has yet to be found.

B. The ‘Bastei Lübbe’ case and possession of an IP 
address as a presumption of liability

Lastly, EU changes in the field of detection of online copy-
right infringers via the use of an IP address might serve as 
a precursor for law enforcement on the Internet. The IP 

62. See: CJEU, Ziggo, § 34, 36 and CJEU, Filmspeler, § 31.
63. D. Kraverts, ‘YouTube Says Universal Had No “Right” to Take Down Megaupload  

Video’, www.wired.com/2011/12/youtube-universal-megaupload.
64. K. Finle, ‘Microsoft Serves Takedown Notices to Videos Not Infringing on 

anything’, www.wired.com/2014/10/microstopped.
65. T.E. Synodinou, ‘Intermediaries’ liability for online copyright infringement 

in the EU: Evolutions and confusions’, Computer Law and Security Review, 
Vol 31, Issue 1, February 2015, p. 64.

66. CJEU, L’Oréal SA and Others v eBay International AG and Others, 12 July 2011, 
C-324/09, LexNow Réf./ID 17404.

67. See: CJEU, GS Media; CJEU, Filmspeler; CJEU, Ziggo.
68. J.B. Nordemann, ‘Recent CJEU case law on communication to the pub-

lic and its application in Germany: A new EU concept of liability’, Journal 
of Intellectual Property Law & Practice, Vol 13, Issue 9, September 2018, 
p. 744–756.

69. ‘CJEU asked to rule on whether YouTube and Uploaded infringe copyright 
by communication to the public’, 7 February 2019, www.wiggin.co.uk/insight/

cjeu-asked-to-rule-on-whether-youtube-and-uploaded-infringe-copyright-
by-communication-to-the-public.

70. Case C-682/18.
71. Case C-683/18.
72. Article 15 of the E-Commerce Directive. According to this provision, 

‘1. Member States shall not impose a general obligation on providers, 
when providing the services covered by Articles 12, 13 and 14, to monitor 
the information which they transmit or store, nor a general obligation 
actively to seek facts or circumstances indicating illegal activity. 2. Member 
States may establish obligations for information society service provid-
ers promptly to inform the competent public authorities of alleged illegal 
activities undertaken or information provided by recipients of their ser-
vice or obligations to communicate to the competent authorities, at their 
request, information enabling the identification of recipients of their ser-
vice with whom they have storage agreements.’
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address has often proved to be the only means available 
to identify online copyright infringers, but we should bear 
in mind that in reality, this is a number linked to a device 
and not directly to a person.

The legal challenge is, therefore, essentially two-fold. 
Firstly, to balance copyright protection with personal 
data protection,73 and secondly, to define the legal con-
sequences, for the owner of an IP address, of using his IP 
address for copyright infringement. Indeed, since the IP 
address might be shared by many people, the challenge 
of identifying the specific person who committed the in-
fringement is not an easy one.

Certain EU Member States, such as Germany and Den-
mark, have adopted the presumption that the owner 
of the IP address is responsible for any infringements 
committed from the owner’s IP address.74 Specifically, 
in Germany, in the case Sommer unseres Lebens75 the 
Bundesgerichtshof (BGH) held that a private owner of 
an unprotected Wi-Fi network was liable for copyright 
infringement committed by an unidentified third party, 
because the owner of the network should have protec-
ted it with safety measures to prevent its misuse. As a 
result, Wi-Fi operators should password-protect their 
connections in order to avoid any third-party copyright 
infringements.

This legal framework was examined by the CJEU in the 
recent Bastei Lübbe case.76 Bastei Lübbe, the owner of co-
pyright in an audio book, accused a German citizen of co-
pyright infringement of an audiobook. The accused indivi-
dual is the owner of an Internet connection, and therefore 
of the IP address, through which the audio book had been 
illegally shared in a peer-to-peer network. He denied that 
he had committed the copyright infringement, but also 
maintained that his Internet connection was sufficient-
ly secure. He further asserted that his parents had ac-
cess to the Internet connection but that he did not know 
whether they had committed the infringement. Under 
German law, if it can be demonstrated that an Internet 
connection was used to infringe copyright, the owner of 
that Internet connection is presumed to have committed 

the infringement. However, this presumption can be re-
butted by the owner, if he or she can show that other per-
sons had independent access to the Internet connection 
and were therefore capable of committing the infringe-
ment. Further, if a family member of the owner in ques-
tion had access to the Internet connection, the owner, on 
the basis of the right to the protection of family life, can 
escape liability merely by naming a family member, wit-
hout being required to provide further details as to how 
and when the Internet connection was used by that fa-
mily member.77

The main question referred to the CJEU is that of whether 
this legal regime is compatible with the need to safeguard 
effective copyright enforcement. To answer that ques-
tion, the Court must perform a balancing act between, 
on the one hand, the protection of intellectual property 
rights as guaranteed by the German Copyright Act and 
Article 17 of the EU Charter of Fundamental Rights in re-
lation to protection of the right of property, and on the 
other hand, the proper discovery process for evidence78 
and respect for other fundamental rights. In the CJEU’s 
view, it is not compatible with the right holders’ funda-
mental rights to an effective remedy and to intellec-
tual property if the owner of the IP address can avoid a 
presumption of liability merely by stating that a family 
member has also had access to the Internet connection. 
As regards the protection of family life, the Court affirms 
that family members enjoy special protection insofar as 
they need not incriminate each other. However, if a natio-
nal law always granted precedence to the right to priva-
cy over the right to intellectual property in infringement 
proceedings, then this national legislation would fail to 
properly enforce intellectual property rights. Such a na-
tional law would make it practically impossible to obtain 
evidence of an alleged infringement of copyright.79

It has to be borne in mind that the liability and the pos-
sible obligations of the owner of an IP address which 
is used by others have been examined by the CJEU in 
the past, in another landmark ruling in the McFadden 
case,80 though in a different context, since this was a 
case of an injunction against an Internet access pro-

73. See: CJEU, Productores de Música de España (Promusicae) v Telefónica de 
España SAU, 29 January 2008, C-275/06, LexNow Réf./ID 25757; CJEU, 
LSG-Gesellschaft zur Wahrnehmung von Leistungsschutzrechten GmbH v 
Tele2 Tele communication GmbH (Tele2), 19 February 2009, C-557/07, LexNow 
Réf./ID 28709; CJEU, Bonnier Audio AB v Perfect Communication Sweden AB 
(ePhone), 19 April 2012, C-461/10, LexNow Réf./ID 17554.

74. J. Brogaard Clausen, E. Svensson, ‘Copyright infringement: The burden of 
proof is on the owner of the IP address’, www.njordlaw.com/copyright-in-
fringement-the-burden-of-proof-is-put-on-the-owner-of-the-ip-address.

75. BGH, Sommer unseres Lebens, 12 May 2010, I ZR 121/08.
76. CJEU, Bastei Lübbe GmbH & Co. KG v Michael Strotzer, 18 October 2018, 

C-149/17, LexNow Réf./ID 27615.
77. Paragraph 36 of the judgment.
78. Article 6(1) of the Enforcement Directive (Directive (EU) 2004/48/EC of the 
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vider concerning copyright infringements committed 
by third parties. In McFadden, the CJEU was called on 
to rule whether an injunction requiring the owner of a 
shop, which offered access to a Wi-Fi network to the 
general public free of charge, to prevent third parties 
from making copyright-protected works available on 
a peer-to-peer exchange platform, is compatible with 
the protection of fundamental rights. The referring 
court stated that it was inclined, by analogy, to apply 
the Bundesgerichtshof’s ruling in the Sommer unseres 
Lebens case, taking the view that this judgment, which 
concerned private persons, should also apply in the case 
of a professional who operates a Wi-Fi network that is 
accessible to the public.

The CJEU closely scrutinised the measures that can be 
taken by the access provider to prevent the making avail-
able of particular copyright-protected content. In the 
CJEU’s view, measures consisting in terminating the In-
ternet connection completely or in monitoring all commu-
nications transmitted via a given network should be re-
jected because they cannot strike a fair balance between 
the conflicting fundamental rights.

The only measure which could be adopted is a single 
measure consisting in password-protecting the Internet 
connection, provided that the users are required to reveal 
their identity in order to obtain the necessary password 
and may not therefore act anonymously. Although such a 
measure interferes with the freedom to conduct business 
and freedom of expression, it does not damage these 
fundamental rights in essence.81 As regards whether such 
a measure is an effective means of preventing copyright 
infringements, the Court answers in the affirmative since, 
for the CJEU, this measure can make it difficult for users 
to gain unauthorised access to protected material and 
can seriously deter Internet users from accessing pro-
tected material. The Court’s reasoning gives rise to some 
doubts, because a mere password and an obligation on 
the part of the user of the connection to identify himself 
or herself cannot really establish a link to the infringer, 
given that the latter may be registered with false details. 
Lastly, it should be emphasised that this judgment does 
not create a legal obligation for providers of free Wi-Fi 
to password-protect their network and/or register users’ 
details, unless they are required to do so in order to com-
ply with an injunction.

CONCLUSION

On the basis of the frenetic jurisprudential activity around 
the topic of communication to the public (Part 1), the slow 
transformation of exceptions in the light of fundamen-
tal freedoms (Part 2), the continuing uncertainties sur-
rounding the notion of author and works and the rise of 
AI creations taking place in the background (Part 3) and 
the everlasting issues of online copyright law enforcement 
(Part 4), it would seem difficult, if not impossible, to per-
ceive a clear pattern in the recent evolutions of European 
copyright law. At first sight, these eight most recent cases 
examined by the European Court have little in common.

This could be explained by the multiplicity of changes cur-
rently under way in this field. Both the Renckhoff and the 
Levola cases are contributing, one small step at a time, 
to the mammoth task of the harmonisation of European 
copyright law through jurisprudential interpretation of 
the mosaic of relevant directives. The Bastei Lübbe case, 
the controversial Article 17 of the New Directive, and to 
some extent the ongoing cases related to exceptions, are 
just some examples of another issue, one that is onto-
logically different: the unfitness of current copyright law 
for the practices of the digital era. The two evolutions 
are not, in theory, at odds with one another. However, in 
practice, both the effort put into constructing a Europe-
an legal framework and an online friendly copyright law 
lead to more complexity.

These two layers of discussions interact in different 
ways. On a positive note, some synergies exist: the need 
for harmonisation is clearly affirmed and consolidated 
by the challenges of the digital era. It is no coincidence 
that the most recent cases concerning the right of com-
munication to the public are all related, either directly 
or indirectly, to Internet activity. However, on a negative 
note, the legal issues thrown up by the digital era are 
provoking new interventions (e.g. Article 17) which can-
not be effective without a stable and clear legal foun-
dation, common to all Member States. Consequently, 
further legal uncertainty is added to a system which is 
already saturated with it. Maybe the time has come to 
be more audacious and, using the model of uniformisa-
tion of industrial property rights, to achieve a unifica-
tion in order to become better-equipped to deal with the 
challenges of the digital era… 

81. Paragraphs 90–92 of the judgment.


